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PORVOO 10 Conference on Interoperable European Electronic Identities

Porvoo, Haikko Manor 2-3 November 2006

Ms Ritva Viljanen, Permanent Secretary,

Ministry of the Interior, Finland

Esteemed representative of the European Commission, Mr Karel De Vriend

Ladies and gentlemen,

It is both a pleasure and an honour for me to represent the Finnish Government and the Ministry of the Interior in declaring open this 10th anniversary conference of the PORVOO Group on interoperable European electronic identities, held here at Haikko Manor in the Group’s birthplace of Porvoo, Finland.

The constitutive meeting of the Porvoo Group was held on these same premises in April 2002. Also then, I had the pleasure of calling the conference to order and serving as second chair. Our number has grown substantially since that initial meeting. Together we can observe that the informal cooperation on Public Identity, launched here four years ago and largely based on the activeness of the participating parties, has now expanded to encompass expert bodies in some thirty countries, including representatives from Southeast Asian and American nations as well as European States. I believe this to be a clear indicator of the relevancy of our actions and the demand for mutually beneficial cooperation.

Finland currently holds the EU Presidency. This meeting of the Porvoo Group is one of the many auxiliary events to be held in Finland during the Presidency, which only further highlights the significance of the conference.

The backdrop to the establishment of the Porvoo Group was the joint initiative of the eEurope Smart Card Charter’s Public Identity group and the Finnish Population Register Centre to launch international cooperation and dialogue for the purpose of creating a trans-national, interoperable electronic identity for public and private sector e-services in Europe. 

The Porvoo Group has evolved into a cooperative network and a pro-active, European-level electronic identity “interest group”, widely recognised as a significant actor and relevant contributor to informed public dialogue in this sector.

The primary purpose of the Porvoo Group is to promote the realisation of trans-national and interoperable electronic identity, based on PKI technology (Public Key Infrastructure) and electronic ID cards. Our goal is to help ensure secure public and private sector e-transactions in Europe. The Group also promotes the introduction of interoperable certificates and technical specifications, the mutual, cross-border acceptance of authentication mechanisms, as well as cross-border, on-line access to administrative services.

A great deal of progress has been made since 2002 on these issues, not only at the level of dialogue but also at the level of action. An increasing number of nations are adopting PKI-based electronic identification and much headway has been made towards common standards. Underlying these developments has been an intense desire to promote e-transactions not only from a national but rather a pan-European and, to a certain extent, even global perspective.

The central issues before this conference at Haikko Manor involve questions relating to the harmonisation and interoperability of electronic identities as well as matters of biometrics and related projects at the European level. The current status and future prospects of e-services will also be extensively addressed.

Security has become an increasingly focal topic of debate as we enter the 21st century. Security in the global society calls for domestic security, security in international travel and also security in information networks, The Finnish electronic identity card also serves as a travel document that may be used alongside passports in 25 European countries. Like many EU Member States, Finland has only recently introduced biometric passports. The next logical step in this evolution is the harmonisation of identification procedures and the introduction of biometric identifiers in identity cards.

Finland has been a pioneer of electronic identity. We were the first nation in the world to introduce the electronic identity card, in December 1999. Finland has in place a system of citizen certificates that allow citizens secure access to online services provided by the public and private sector. A civil servant electronic identity card has also been introduced in the administrative sector of the Ministry of the Interior and certain other Ministries. A total of some 18,000 cards have been issued and they contain a qualified certificate of a standard equal to that embedded in citizens’ electronic identity cards. The growing prevalence of citizen certificates and the introduction of civil servant identity cards open up entirely new vistas for cooperation between organisations and their civil servants as well as interaction between the civil service and the general public.

The development of e-services in Finland has been hampered by the slow rate of introduction in qualified certificates. This has in part been due to the slower than expected development of e-services requiring electronic identification, but it may also in part be attributed to the non-mandatory nature of identity cards and the fee charged for such cards. These may also be the factors underlying the reluctance of citizens to acquire the more expensive electronic identity card; it is simply not considered necessary.

In several nations, including previous Porvoo Group conference host Slovenia, society has assumed responsibility for the infrastructure of e-services for example by offering its citizens qualified certificates for free or at subsidised rates. Subsidies have also been granted for acquiring card readers, for example. To date, Finland has put its faith in market forces to ensure the construction of the e-services infrastructure. We too, however, have also considered other measures to promote this goal.

This June, the Finnish Government adopted a decision in principle on the development of information technology in public administration while Finland’s national information society strategy for the years 2007–2017 was published in September. Upcoming speakers will address these documents in greater detail but for now, I only wish to state that both the decision in principle and the national strategy highlight the electronic identification of citizens and public officials alike as a particular sector of development.

Upon drafting of the strategy, the lack of uniform, secure means of identification, or rather the scant use of the existing solution, was deemed a thorny issue for e-services. Accordingly, an important development goal was recorded in the national information society strategy as follows: “To promote e-services for citizens by making free of charge the provision and registration of the first certificate obtained by citizens or by another party for citizens on their platform.”

A similar goal was set in a report on the future adopted by the Finnish Parliament, which presents the goal of the State taking action to make citizens’ certificates available to all in the next administration, by the end of 2010.

Bringing the various existing and new online services under the umbrella of a single, uniform identification procedure also requires development efforts. The Finnish Population Register Centre, which serves as the coordinator of the Porvoo Group, has taken initiative in this respect with the development of its gateway service to providers of e-services.

With regard to the work of the Porvoo Group, I wish to express my pleasure in the intense focus given to the development of eGovernment by the European Commission in its work and programmes. The Commission’s i2010 eGovernment Action Plan, published this April and containing goals and projects relating to the development of common solutions in electronic identification, is but one manifestation of this focus.

I would also like to take this opportunity to thank the European Commission for its earlier financial aid that has allowed the preparation and publication of certain studies by the Porvoo Group. It is my particular hope that the Porvoo Group will be able to contribute to the implementation of the i2010 eGovernment Action Plan and will thus be taken into consideration when decisions on financial aid are taken in EU development programmes.

When I addressed this Group four years ago, I highlighted the importance of common, standardised solutions to electronic identification. That focus remains unchanged, yet we must remember that identification is but a means to an end. The development of trans-national e-services and online services in the European and even the global arena is our key concern. For reasons of information security and privacy concerns, these services will require strong identification. The promotion of such identification remains an enduring theme for this conference as well.

It is important to continue working together at the European and international level towards the goal of a European or even global electronic identity and the secure e-services it allows. Our objective should be to bring to the citizens of EU Member States in the next decade a harmonised European electronic identity and access to public and private sector e-services regardless of geographical boundaries. Responsibility for such development cannot be allocated solely to market forces – it lies with the Commission and each individual Member State alike.

I would like to thank all the individuals who have taken part in the work of the Porvoo Group over the past years and have helped organise its rotating conferences. We have you to thank for the continued vitality of the Group.

At this time I would also like to express my appreciation to the Population Register Centre and the City of Porvoo as well as all corporate sponsors of this conference and the staff here at Haikko Manor for the arrangements, facilities and amenities of this 10th anniversary conference of the Porvoo Group. Thank you!

I wish all delegates a productive meeting and hope you will enjoy your stay here in the autumnal setting of Porvoo, Finland.


