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To the media

EUROPEAN NATIONS, USA AND ASIA MEET IN THE PORVOO 10 CONFERENCE IN FINLAND TO DISCUSS THE FUTURE OF E-SERVICES

The future of e-services is the focus of much discussion both in Europe and in the global arena. The European Commission has encouraged EU Member States to develop e-services especially in public administration. Underlying the goal of the EU to intensely promote the development of e-government by 2010 is the Commission’s i2010 eGovernment Action Plan published in April 2006. There are currently several international projects underway that seek to bring about trans-national electronic identity.
In recent years, Finland has played a key role in the European and global dialogue on secure e-services and electronic identity. The international Porvoo Group, coordinated by Finland, will convene at Hotel Haikko Manor Hotel in Porvoo, Finland on 2–3 November 2006 to discuss the future of e-services. The conference will be attended by some 100 delegates from 15 European nations, the United States and Asia as well as representatives of the European Commission.

The panel discussion on the future organised in connection with the conference will address topics such as ways of promoting harmonised electronic identity and thus opportunities to use public and private sector e-services across geographical boundaries.

Security key concern in e-services

Security is a key concern in all development efforts relating to e-services. The evolution of the information society has given rise to entirely new forms of crime such as identity theft. Personal identification numbers, user IDs and passwords falling into the wrong hands can cause substantial financial loss or suspicions of crime focusing on the wrong persons. The global nature of online services poses a particular challenge to the development of secure e-services. 

Until now, e-services have most commonly employed user IDs and passwords in various combinations. However, most EU Member States have already adopted or will soon adopt so-called PKI-based certificates ((Public Key Infrastructure) in accordance with the European Electronic Signatures Directive. A certificate embedded in the identity document in the form of a chip allows the reliable identification of service user and also permits e.g. legally undisputable electronic signatures.
PKI-based citizen certificates were introduced in Finland back in 1999. Utilisation of the genuine European electronic identity still also calls for e-services in keeping with common standards. Although much progress has been made in both national and international development efforts, PKI-based online services remain incipient at the practical level. The PKI-based certificate already grants access to a substantial number of services in Finland and several other European nations but an actual breakthrough for these services depends upon wider prevalence of electronic identity cards among the general public. A more active approach by citizens to acquiring electronic identity cards is, in turn, conditional upon greater prevalence of services accessible with the card.

Efforts made to facilitate introduction of certificates by citizens

The role of society in promoting certificates and secure e-transactions has been debated in several European nations. In the previous Porvoo Group conference host country Slovenia, for example,

citizens can obtain the certificate free of charge, if they so desire. A similar proposal is included in the Finnish information society strategy for 2007–2015 published in late September while in Estonia, the electronic identity card has been made mandatory and is issued to citizens at prices subsidised by the State.

The electronic identity card has probably been most widely deployed in Estonia, where the card could be used to cast advance ballots over the internet in the local government councils elections held in October 2005. As far as we know, this marked the first time anywhere in the world that internet voting was possible in national elections. Other leading nations in the introduction of PKI-based certificates include Austria, Belgium, Finland and Italy, while electronic identity has been a focal topic of development in Norway and Sweden, among others. Most recently, the electronic identity card has been introduced by Spain. Portugal will begin issuing its new Citizen Card in January 2007.

In most nations, the certificate has been linked specifically to identity documents, sometimes also bank cards. Renowned for its high mobile phone penetration, Finland has been among the first to develop so-called “mobile identification”. In Finland, citizen certificates have been available attached not only to identity cards issued by the police but also to the Visa Electron card issued by the OP Bank Group and the SIM cards issued by Elisa Corporation and TeliaSonera Finland Oyj.

Finland has been active in both international dialogue on secure e-services and widespread national debate. The so-called EID Group provides a forum for the Government, banks, telecom operators and service providers to discuss together measures to support the increased prevalence of the citizen certificate and secure e-services. The Finnish Population Register Centre plays an important role also in coordinating these discussions.

The Asia IC Card Forum is a body comparable to that of the European Porvoo Group. The members of the forum are China, Japan, Korea, Singapore and Thailand and its vision is expressed as “One Card, One Asia”. Several different kinds of electronic identity cards are currently being planned in Asia. The United States is also involved in the development of standardisation together with Europe and Asia. Under a Homeland Security Presidential Directive, the United States started to adopt federal employee ID cards (Personal Identity Verification cards) in October 2006. Where possible the cards will also be implemented for all eligible contractors and thus the total number of cards will reach 30–40 million.

Finland coordinates European dialogue

The Porvoo Group is an international cooperative network established in Finland in connection with the eEurope 2002 project. Its primary goal is to promote a trans-national, interoperable electronic identity and secure public and private sector e-transactions in Europe. Coordination of the Group’s work has been entrusted to Finland and more specifically, the Finnish Population Register Centre.

Since its constitutive meeting, the Porvoo Group has met twice annually in different European nations. The Finnish EU Presidency sees the Group return to its birthplace of Porvoo, Finland for its 10th anniversary conference, where recent developments will be addressed alongside the future of electronic identity in Europe, USA and Asia. Preparatory work being carried out within the EU as well as matters relating to the harmonisation and interoperability of electronic identity are also on the conference’s agenda. An electronic identification service demo made available on the internet has been tested with at least the electronic identity cards of Finland, Estonia, Belgium and Italy as well as the American federal employee ID card. Like many EU Member States, Finland has recently introduced biometric passports. The harmonisation of identification procedures and the introduction of biometric identifiers in identity cards is a logical next step in this evolution. The conference is one of the events related to the Finnish Presidency. 
The Porvoo Group has seen constant expansion. It is widely recognised as a significant actor and relevant contributor to informed public dialogue in this sector. The majority of its members represent their respective national authorities but representatives of the business community as well as the European Commission and the UN have also contributed to its work. The US and Asia are closely involved in the Group alongside nearly thirty European nations.
The Porvoo Group will hold its next conference in Portugal in the spring of 2007.

Further information: 

Mr Tapio Aaltonen, Project Director, Ministry of the Interior of Finland, tel. +358 9 160 42323 or +358 50 456 0055, email tapio.aaltonen@intermin.fi, Ms Heidi Laine, Senior Supervisor, Certificate Services of the Finnish Population Register Centre, tel. +358 9 2291 6737 or +358 50 591 7517, email heidi.laine@vrk.fi and Mr Jan van Arkel, Co-Chair of the Porvoo Group, email arkel@cardlife.nl 
Material from the seminar including the summary of the country updates and other information on the internet: www.porvoo10.net, www.fineid.fi -> What’s going on around the world -> Porvoo Group and www.vaestorekisterikeskus.fi -> Electronic identity -> Porvoo Group

Contact person: Information Officer, Ms Irene Rissanen, the Finnish Population Register Centre, phone +358 9 2291 6717 or +358 50 573 7210, email irene.rissanen@vrk.fi 
