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OutlineOutline
❙ Already agreed on choices?Already agreed on choices?

❙ FederatedFederated
❙ Multi-level IDMMulti-level IDM
❙ Authentic sourcesAuthentic sources

❙ The Key Architectural Choices The Key Architectural Choices 
❙ Federated centralization vs. decentralizedFederated centralization vs. decentralized

❙ Requirements  Requirements  compare alternativescompare alternatives

❙ Proposed Alternative “Federated” Arch.Proposed Alternative “Federated” Arch.
❙ Strong authentication – centricStrong authentication – centric
❙ Gateways to integrate other approachesGateways to integrate other approaches
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Agreed on choices ?Agreed on choices ?
““Common choices already agreed between the MS for Common choices already agreed between the MS for 

any eIDM system are that it must be:any eIDM system are that it must be:
❙ (a) Federated(a) Federated
❙ (b) Multilevel eIDM(b) Multilevel eIDM
❙ (c) Relying on authentic sources(c) Relying on authentic sources
❙ ...” ...” 

❙ What exactly does this mean?What exactly does this mean?
❙ Is this in line what we have been doing?Is this in line what we have been doing?
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What is What is FederatedFederated ? ?
❙ Every MS has full autonomy for its eIDM systemEvery MS has full autonomy for its eIDM system  

❙ Political fact, Exception: Political fact, Exception: Common SpecificationsCommon Specifications

❙ IOP framework needs to support all national choicesIOP framework needs to support all national choices
• X.509 smartcard- or file-based eIDs X.509 smartcard- or file-based eIDs (FI, BE, EST, IT, Malta..)(FI, BE, EST, IT, Malta..)

• Non-X.509 eIDs with dynamic IDs by TTPs Non-X.509 eIDs with dynamic IDs by TTPs (AT)(AT)

• username/passwordusername/password
❙ Is preferential treatment of one legitimate:Is preferential treatment of one legitimate:

• Strong-authentication-centric framework?Strong-authentication-centric framework?

❙ A technology:   A technology:   SAML 2.0, Liberty Alliance ID-FF 1.2SAML 2.0, Liberty Alliance ID-FF 1.2
❙ Does anyone have SAML infrastructure? Does anyone have SAML infrastructure? (AT, ??)(AT, ??)
❙ Technical choice Technical choice beforebefore agreeing on requirements? agreeing on requirements?
❙ Technical doubts!  Technical doubts!  (next slides)(next slides)
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SAML/Liberty Alliance:SAML/Liberty Alliance:
usern./pwd technology usern./pwd technology 

❙ Standardization of Corporate Single Sign OnStandardization of Corporate Single Sign On

❙ Strong Authentication Expert GroupStrong Authentication Expert Group    Liberty Alliance Liberty Alliance 

❙ Only since Only since fall 2005fall 2005
❙ ““A lot of work is being done in this space A lot of work is being done in this space 

quickly, so check here often for updates on quickly, so check here often for updates on 
this very important strategic initiative”this very important strategic initiative”

❙ Results?Results?
❙ Architecture is for username/passwordArchitecture is for username/password
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SAML/Liberty Alliance:SAML/Liberty Alliance:
security concernssecurity concerns

Source:Source:  
Security and Privacy Considerations Security and Privacy Considerations 
for the OASIS SAML V2.0for the OASIS SAML V2.0
Countermeasures:Countermeasures:

• Max clock differenceMax clock difference
• Set tightly and verify Set tightly and verify notBeforenotBefore, , notOnOrAfternotOnOrAfter
• Set Set OneTimeUseOneTimeUse
• Use and verify Use and verify subjectLocalitysubjectLocality
• Verify that directly redirectedVerify that directly redirected

Complexity vs. Security?Complexity vs. Security?
Compare to TLS  Compare to TLS  (client-cert-auth, Reverse Proxy)(client-cert-auth, Reverse Proxy)
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SAML/Liberty Alliance:SAML/Liberty Alliance:
really stable enough?really stable enough?

❙ If successful, the EU IOP framework will connect:If successful, the EU IOP framework will connect:
❙ A A VERY LARGEVERY LARGE number of service providers number of service providers
❙ From gov at all levels, private sectorFrom gov at all levels, private sector

❙ Every modification requires upgrade of all service Every modification requires upgrade of all service 
providers!providers!

❙ How stable is SAML/Liberty Alliance?How stable is SAML/Liberty Alliance?
❙ SAMLSAML  

– 1.0:  Nov 20021.0:  Nov 2002
– 1.1:  Sept 20031.1:  Sept 2003
– 2.0:  March 20052.0:  March 2005

Compare:Compare:
❙ Stability of HTTP 1.1 and TLS 1.0Stability of HTTP 1.1 and TLS 1.0
❙ Transition from HTTP 1.0 to HTTP 1.1Transition from HTTP 1.0 to HTTP 1.1
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Federated IDM technology:Federated IDM technology:
which ?which ?

❙ At least three main standardsAt least three main standards
❙ Liberty Alliance  Liberty Alliance  (SAML-based;  (SAML-based;  Sun, IBM, HP, ...Sun, IBM, HP, ...))
❙ Shibboleth Shibboleth (SAML-based;  (SAML-based;  Internet 2, UniversitiesInternet 2, Universities))
❙ WS-* WS-* (not SAML-based;  (not SAML-based;  Microsoft, ...Microsoft, ...))

❙ Is there a consensus?Is there a consensus?



Porvoo 10 – Finland 2-3/11/2006                               Porvoo 10 – Finland 2-3/11/2006                               Bud P. Bruegger, Comune di GrossetoBud P. Bruegger, Comune di Grosseto

Multilevel eIDMMultilevel eIDM
all equal ?all equal ?

❙ Multiple levels of security Multiple levels of security 
❙ Credential technology Credential technology (password, .. ,smartcards)(password, .. ,smartcards)
❙ Registration proceduresRegistration procedures

❙ Security Level determines Architectural Security Level determines Architectural 
Choices !!!Choices !!!

❙ Lowest common denominator solution Lowest common denominator solution 
unsatisfactoryunsatisfactory

❙ Architecture needs to be centered on Architecture needs to be centered on strongest strongest 
levellevel

❙ Unavoidable: Unavoidable: preferential Treatment of some preferential Treatment of some 
levels and thus credential typeslevels and thus credential types
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Authentic SourcesAuthentic Sources of identity data of identity data
central DBs vs. citizen-controlled eIDcentral DBs vs. citizen-controlled eID

❙ Definition eID:   Definition eID:   
❙ The gov. provides its citizens with a means to The gov. provides its citizens with a means to 

remotely authenticate and identify themselvesremotely authenticate and identify themselves
❙ ““authentic” Source: authentic” Source: always Citizen (business)always Citizen (business)
❙ Additional central DBs ?Additional central DBs ?

❙ PrivacyPrivacy: : citizen authorizes data accesscitizen authorizes data access
❙ Feasibility:Feasibility:  trust management between SPs trust management between SPs 

and IPs impossible if private sector and IPs impossible if private sector 
involvedinvolved

Authentic sourcesAuthentic sources compatible with our eIDs? compatible with our eIDs?
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The key architectural choiceThe key architectural choice

  Federated CentralizationFederated Centralization

Citizen always needs natl. IPCitizen always needs natl. IP

Additional infrastructureAdditional infrastructure
    high-volume / h-availabilityhigh-volume / h-availability

Decentralized TLSDecentralized TLS

  eID makes citizeneID makes citizen  (almost) (almost) autonomousautonomous

  Existing natl infrastructureExisting natl infrastructure
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RequirementsRequirements
[1] Sustainability[1] Sustainability

❙ EC funds large scale pilots (2008); objectives:EC funds large scale pilots (2008); objectives:
❙ Critical mass of MSCritical mass of MS
❙ Self-replicating and self-sustainableSelf-replicating and self-sustainable

❙ Requirements:Requirements:
❙ As simple as possibleAs simple as possible
❙ Avoid unnecessary components/costsAvoid unnecessary components/costs
❙ Only existing national infrastructure if ever possibleOnly existing national infrastructure if ever possible

❙ Conclusions:Conclusions:
❙ TLS approach can do with existing infrastr. TLS approach can do with existing infrastr. (90% of MS)(90% of MS)

X.509 and TLS are already ubiquitous technologiesX.509 and TLS are already ubiquitous technologies

❙ Federated approach needs additional infrastr.Federated approach needs additional infrastr.
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RequirementsRequirements
[2] Security[2] Security

❙ Information Society:Information Society:
❙ needs a leap from username/pwd to strong authneeds a leap from username/pwd to strong auth
❙ X.509/TLS has already been ubiquitous technology X.509/TLS has already been ubiquitous technology 
❙ BUT BUT Major impediment: Major impediment: cost of issuing  credentialscost of issuing  credentials
❙ eID roll-outs are removing this last impedimenteID roll-outs are removing this last impediment

❙ Requirements:Requirements:
❙ Security must be a high prioritySecurity must be a high priority
❙ Strong authentication must be a priorityStrong authentication must be a priority

❙ ConclusionsConclusions
❙ TLS more secure, strong-auth-orientedTLS more secure, strong-auth-oriented
❙ Liberty less secure, username/password-orientedLiberty less secure, username/password-oriented
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RequirementsRequirements
[3] Privacy[3] Privacy

❙ Privacy is a stated PriorityPrivacy is a stated Priority
❙ Privacy Risks:Privacy Risks:

❙ Federated Architecture:Federated Architecture:
Centeral National Identity Provider:Centeral National Identity Provider:
❙ Knows every access of every citizen to each serviceKnows every access of every citizen to each service

❙ TLS Architecture:TLS Architecture:
OCSP: OCSP: Similar, but maybe easier to controlSimilar, but maybe easier to control

CRLs:  CRLs:  No central tacking possibleNo central tacking possible

❙ Conclusions:Conclusions:
❙ TLS more privacy friendly in cross boarder setting?TLS more privacy friendly in cross boarder setting?
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Proposed IOP FrameworkProposed IOP Framework

TLS client-cert-auth, existing national infrastr

IT
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❙ How to integrate non-X.509 credentials?  How to integrate non-X.509 credentials?  -> GWs-> GWs

 Acc ctrl
 rev proxy

TLS: light-weight “federation” TLS: light-weight “federation” 
with with ANYANY Credential techn. Credential techn.

 App
Srv

 App
Srv

 App
Srv

  Liberty
 GW

   u/pwd
 GW

   Dyn ID
 GW/TTP

TrustedTrusted
IdentityIdentity

ProvidersProviders

TLS TLS  (not SAML) (not SAML)

HTTP header:HTTP header:
    auth userauth user
    attributesattributes
    auth type/levelauth type/level

ANYANY
Auth MethodAuth Method

Credential techn.Credential techn.
trusts IPtrusts IP

free of chargefree of charge
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❙ Austrian approach requires a TTPAustrian approach requires a TTP

 Service
 Provider

Austrian Derived IDsAustrian Derived IDs

SourcePINSourcePIN

 Trusted
Third
Party

SAMLSAMLId LinkId Link

Sector-specificSector-specific
PINPINDerivationDerivation

by law, only gov-by law, only gov-
approved apps have approved apps have 
access to sourcePINaccess to sourcePIN

Supported by middlewareSupported by middleware
But one needs to trust clientBut one needs to trust client
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❙ Dynamic ID approach requires TTPDynamic ID approach requires TTP
❙ Combine with GatewayCombine with Gateway

Static-Dynamic ID GWStatic-Dynamic ID GW

 SP

     TTP
     GW

Only accessible to gov Only accessible to gov 
approved appsapproved apps

 MS w/ dynamic IDMS w/ dynamic ID
(AT, ?)(AT, ?)

MS w/ static IDMS w/ static ID
(IT, BE, EST, FI, ..)(IT, BE, EST, FI, ..)

Ident link  Srv
Prov

rev proxyrev proxy
run by ATrun by AT

Cert of Identity ProvCert of Identity Prov
Auth data in HTTP headerAuth data in HTTP header

  SAML      TTP
     GW

TLS client-cert-authTLS client-cert-auth
derive sector-specific IDderive sector-specific ID

see draft papersee draft paper

TLS propriet.-authTLS propriet.-auth TLS instead TLS instead 
of SAMLof SAML
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Common SpecificationCommon Specification
What is needed for access to services?What is needed for access to services?

❙ Autentication ProtocolAutentication Protocol
❙ Liberty Alliance ID-FFLiberty Alliance ID-FF
❙ TLS client-cert-authTLS client-cert-auth

❙ Common Format for Identity DataCommon Format for Identity Data
❙ SAML 2.0SAML 2.0
❙ ICAO ++ ?ICAO ++ ?

❙ Protocols for Identity Data AccessProtocols for Identity Data Access
❙ from central authentic sourcefrom central authentic source
❙ from citizen's eIDfrom citizen's eID

• UPIUPI as standard protocol as standard protocol
❙ via Citizen to central DB  via Citizen to central DB  (UPI ++?)(UPI ++?)
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ConclusionsConclusions

❙ Premature to state technical choices in documentsPremature to state technical choices in documents
❙ SAML / Liberty Alliance ID-FFSAML / Liberty Alliance ID-FF

❙ Necessary Consensus ProcessNecessary Consensus Process
❙ Clear problem statement / use caseClear problem statement / use case
❙ Agree on requirementsAgree on requirements
❙ Find technical optionsFind technical options
❙ Only then make technical choiceOnly then make technical choice

❙ We need strong MS participation!   We need strong MS participation!   (Dec 4)(Dec 4)
❙ Smartcard-based eIDs need to be more strongly Smartcard-based eIDs need to be more strongly 

representedrepresented
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